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PRE-REQUISITES

Pre-requisite: CIS 8100

RATIONALE

The rapid diffusion of technology through industry and society means a greater reliance on
electronic media to support business activities. The amount of data and information stored
electronically is of great concern to all parties involved. It is vitally important that future
managers and IS professionals recognise the need to ensure that information systems are
secure from unintentional and intentional threats from both authorised and unauthorised
users and still maintain a high level of service. The emergence of e-business has raised
several important issues regarding how secure transactions are over an inherently insecure
medium - the Internet.

SYNOPSIS

This course examines the security concerns and problems resulting from the increased
reliance on information technology to enhance business functions. There is an urgent need
for management and professionals to have an in-depth understanding of the threats
information and communication systems face and the controls or countermeasures that can
prevent or limit their devastating effects. E-business and e- commerce foundations, the
regulatory environment, the risks associated with Internet transactions will be discussed,
and various risk management strategies as well as Internet security standards, cryptography
and authentication, firewalls, and the future of secure Internet-based business transactions
will be analysed. Students will address internal and external threats to security and develop
appropriate plans to cope with all types of e-business vulnerabilities.
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OBJECTIVES

Successful completion of this course should enable a student to:

• discuss the major security concerns and identify important legal issues impacting
upon e-business;

• understand the role of self-regulatory practices versus government regulation;
• identify the risks of insecure systems including different categories of malicious

techniques;
• understand the risk management paradigm and methodology including the role of

internal controls;
• identify and explain common Internet standards and protocols;
• compare alternative encryption techniques and describe how these can be used to

secure e-business applications;
• understand the structure and components of firewalls, including their benefits and

limitations;
• demonstrate a sound knowledge of the logical, physical and procedural controls

of e-business.

TOPICS

Description Weighting (%)

1. Overview of E-Business 20.00

2. The Regulatory Environment 10.00

3. EDI, E-Business and the Internet 10.00

4. Risks of Insecure Systems 10.00

5. Risk Management 10.00

6. Internet Security Standards 10.00

7. Cryptography and Authentication 10.00

8. Firewalls 10.00

9. Securing the Future of E-Business 10.00

TEXT and MATERIALS required to be PURCHASED or ACCESSED:

Books can be ordered by fax or telephone. For costs and further details use the 'Book Search'
facility at http://bookshop.usq.edu.au by entering the author or title of the text.

Ghosh, A. K. 1998, E-Commerce Security - Weak Links, Best Defenses, John Wiley & Sons,
New York.

Greenstein, M. & Vasarhelyi, M. 2001, Electronic Commerce: Security, Risk Management
and Control, 2nd edition, Irwin McGraw-Hill, Boston.

Summers, J. & Smith, B. 2002, Communication Skills Handbook: How to Succeed in Written
and Oral Communication, John Wiley & Sons, Brisbane.
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REFERENCE MATERIALS

Reference materials are materials that, if accessed by students, may improve their knowledge
and understanding of the material in the course and enrich their learning experience.

Ellison, C. & Schneier, B. 2000, '`Risks of PKI: E-Commerce', Communications of the
ACM'432 (Available: Feb 2000 Available electronically
http://www.acm.org/pubs/articles/journals/cacm/2000-43- 2/p152-ellison/p152-ellison.pdf)
.

Ford, W. & Baum, M.S. 2001, Secure Electronic Commerce - Building the Infrastructure
for Digital Signatures and Encryption, 2nd edition, Prentice Hall, Upper Saddle River,
New Jersey.

Ghosh, A.K. 2001, Security and Privacy for E-Business, John Wiley & Sons, New York.

Miyazaki, A. D., Fernandez, A. 2000, '`Internet Privacy and Security: An Examination of
Online Retailer Disclosures', Journal of Public Policy & Marketing'191 (Available: Spring
2000, Available full-text EbscoHost Academic Search Premier AN 3215143) .

Neumann, P.G. 2000, Practical Architectures for Survivable Systems and Networks,
SRI-Report for the U.S. Army Research Laboratory, [Online], Available:
http://www.csl.sri.com/neumann/survivab.

Schneider, G.P & Perry, J.T. 2001, Electronic Commerce, Course Technology, Thomson
Learning, Boston.

Standing, C.; Benson, S. 2000, '`An effective framework for evaluating policy and
infrastructure issues for e-commerce', Information Infrastructure & Policy'64 (Available:
Available full- text EbscoHost Professional Development Collection AN 4055720) .

STUDENT WORKLOAD REQUIREMENTS

ACTIVITY HOURS

Directed Study 165

ASSESSMENT DETAILS

Description Marks Out of Wtg(%) Required Due Date

ASSIGNMENT 1 100.00 20.00 Y 23 Aug 2002

ASSIGNMENT 2 100.00 20.00 Y 11 Oct 2002

3 HOUR EXAMINATION 100.00 60.00 Y END S2
(see note 3)

NOTES:

3. Please note this is a restricted examination. You will be notified of the official
examination date when the scheduling is finalised.
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OTHER REQUIREMENTS

1 To obtain a pass in a course, students must normally: obtain a passing mark in
aggregate for the course's assessment items; and obtain a passing mark in the
examination; and submit genuine attempts for the items of assessment. Further
regulations governing the assessment of the course may be found in the Introductory
Book for the course.

2 The due date of an assignment is the date by which a student must dispatch the
assignment to the University, and is normally that defined in the relevant course
specification. The onus is on the student to provide, if requested, proof of date of
dispatch.

3 Students should organise their affairs to ensure that they meet due dates for all
assignments. Extensions will be granted only under exceptional extenuating
circumstances, normally involving a significant medical condition. Work
commitments would not normally constitute exceptional extenuating circumstances.

4 Students may apply for an assignment extension either by application through DEC
before the due date or by including application with the submitted assignment after
the due date. Such applications should be in writing and include supporting
documentary evidence. The authority for granting extensions rests with the relevant
Course Leader.

5 All assignments dispatched after due dates without appropriate extension approvals
or after approved extension dates may be penalised up to a maximum of 20% of
the assigned mark per work day.

6 Students must retain a copy of all assignments which must be produced if/when
required by the Course Leader.

7 Course weightings of topics should not be interpreted as applying to the number
of marks allocated to questions testing those topics in an examination paper.

8 Unless otherwise directed by the Course Leader, all written and oral assignments
submitted by students must conform to the guidelines laid out in the Communication
Skills Handbook. Any work not prepared in accordance with these guidelines may
be subject to penalty or requirement for resubmission.

9 Any appeal against the award of a grade in the course will be conducted in
accordance with University Regulations. These Regulations are published in the
University Handbook.

10 Please note this course has a restricted examination.
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