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USQ eduroam Configuration (Windows XP) eJuroam

This document contains instructions for setting up your Windows XP notebook to use
eduroam. eduroam is a wireless infrastructure to allow for inter-institutional
roaming. For information on participating institutions in Australia, and the services
that are offered, please visit the eduroam AU website, and click on the state you
wish to visit:

http://www.eduroam.edu.au

What you need:
1. Wireless-equipped Windows XP laptop
2. USQ eduroam certificate
3. SecureW2 802.1x Client

Obtain the certificate and client from:

http://www.usg.edu.au/eduroam

Download the certificate and client and save them to a folder. Extract the .zip file
containing the client.

Part 1: Install the Certificate

Browse to where you saved the 2 usgeduroam. TR
certificate. Right click on the [l secureWz T [nseal Certificate
usgeduroam.der certificate file

and choose “Install Certificate”.

The certificate import wizard will Certificate Import Wizard =
begin. Click “Next ="

Welcome to the Certificate Import
Wizard

U copy certficates, certificate trust
revocation lists Ffrom your disk to &
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USQ eduroam Configuration (Windows XP)

Choose “Place all certificates in
the following store”. Then click
on “Browse”

In the window “Select
Certificate Store”, tick the box
for “Show physical stores”.
Expand the option “Trusted Root
Certification Authorities” and
click on “Local Computer”. Click
“OK”.

You will be returned to the
previous dialogue box. Click on
“Next >11

If you were successful, you should
see the window “Completing the
Certificate Import Wizard”.
Click on the “Finish” button.

You have successfully completed
the certificate installation. Move
on to the next part, installing the
client.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a lacation for

(O Automatically select the certificate store based on the type of certificate

(®Flace all certificates in the foliowing stare;

Certificate store:

Browse...

[ ]
eduroam

< Back ” Mext = ]I Cancel

Select the certificate store wou wank ko use,

#-[_1] Personal ~
=-[2] Trusted Roat Certification Authorities

D Reqistry
Local Computer
+-[_1 Enterprise Trusk
+. 1771 Trbermadiate rartificatinn &nbhorities

£ >

W

Show physical stores

(a4 ] [ Cancel

Certificate Import Wizard

Wizard

wizard,

‘fou have specified the following settings:

Content Certificate

Completing the Certificate Import

You have successFully completed the Certificate Import

Certificate Store Selected by User  Trusted Roat Certific,

X

< Back ” Finish ][ Cancel
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(]
eduroam

Part 2: Installing the SecureW2 Client

Browse to where you extracted
the .zip file for the Securew?2
Client. Double-click (i.e. run) the
program:

SecureW?2_ TTLS 320 2KXP.exe

Choose English as the language
and click “OK”.

On the Welcome Screen, click
“Next =",

The Licence Agreement will then
be displayed. Click on “l1 Agree”
to proceed.

Installer, Language §|

(’_:) Please select a language,

o

T |

[ 0K, l [ Cancel ]

SecureW2

SecureW2 TILS Client 3.2.0 for Windows 2K/XP Selup =]

&

Welcome to the SecureWw?2 TTLS
Client 3.2.0 for Windows 2KfXP

This wizard will guide you through the installation of
SecureWz TTLS Client 3.2.0 For Windows ZKfxP.

1t is recommended that yvou close all other applications
before starting Setup, This will make it possible to update
relevant system files without having to reboat vour
computer,

Click Mext to continue,

Cancel

2 SacureW2 TILS Client 3.2.0 for Windows 2K/XP Setup =3

License Agreement (—)
Please review the license terms before installing Secureww'2 TTLS Client 3.2.0 Far =

Windows 2K/XP.

Press Page Down ko see the rest of the agreement.

| SecureWwz TTLS Cliznt, Copyright (C) Secureiiz ~

This pragram is free software; you can redistribute it andfor modify
it under the terms of the G General Public License as published by
the Free Software Foundation; either version 2 of the License, or
{ak your option) any later version,

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTAEILITY or FITNESS FOR, A PARTICLLAR PURPOSE,

v

IF you accept the terms of the agreement, click I Agree ko continue, You must accept the
agreement ko install Securetz TTLS Client 3.2.0 For Windows ZK[XP,

< Back ” I pgres ] [ Cancel
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USQ eduroam Configuration (Windows XP)

On the Choose Components
window, click the “Install”
button. The installation should
then proceed.

Once the installation is complete,
you will need to reboot your
computer. Select “Reboot Now”
and click on the *” button.

You have now installed the
required software. Now move on
to the final part, configuring the
service.

[ ]
eduroam

7 SacureW2 TTLS Client 3.2.0 for Windows 2K/XP Setup EEE

Choose Components o
Choose which features of Securewz TTLS Client 3.2.0 For Windows 2K/¥P you want =

toinstall,

Check the companents you want ta install and uncheck the components you don't want to
install. Click Install ko start the installation.

Select components ko install: = it
Securetz Gina 1.0.0
Far Movell
Space required: 656.0KB
< Back ” Install ] [ Cancel

2 SacureW2 TILS Client 3.2.0 for Windows 2K/XP Setup =3
O Completing the Securew2 TTLS
d Client 3.2.0 for Windows 2KXP

— - Bod B
S e C u re W2 “four computer must be restarted in order to complete the

installation of Secure2 TTLS Client 3,2.0 for Windows
ZKf5P, Do you want to rebook now?

@ Reboot nov

(O 1 want ta manually reboot later
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USQ eduroam Configuration (Windows XP) eJuroam

Part 3: Configuring the eduroam connection

From your Start menu, choose Wirsless Nebwork Connzctia L AR Lok, Eennd ooy
« - Dizable
CStart >tse'tt”":gs = Network Yirtual Private Network Wiew #wailable Wireless Metwarks
onnections” to open your Status
Network Connections ﬂ:g IET:;;;' VPN Repair
configuration. Right-click on your Bridge Connections
wireless connection and choose Create Shortcut
the option “Properties”. —
Properties
C“Ck on the “ereless NetworkS” -i- Wireless Network Connection Properties EIE'

tab. “Use windows to
configure my wireless
network settings” should be ey

selected. Click on the “Add...” To connect to, disconnect fram, o find out mare information

about wireless network s in range, click the button below.
bUtton - View Wireless Networks

FPreferred networks:
Automatically connect ko available networks in the order listed

General | Wireless Networks | advanced

[#lilse Windows to configure my wireless network, setlings

bl
Add.. ] [ Bemove ] [ Properties ]
Learn about getting up wireless network
configuration,
Ok ] [ Cancel ]
I n the “Network name (SS I D)n Wireless network properties
bOX type ed uroam Association | Authentication | Connection
’ .
Metwark hame [S5ID]: eduroam
For “Network Authentication” kR el
ChOOSE WPA This network requires a key for the following:
' Metwork Authentication; WwPA -
Data encrypion: TEIP "

For “Data Encryption”, choose
TKIP.

Then, choose the
“Authentication” tab.

[] Thiz iz a computer-to-computer [ad hoc) network ; wireless
access points ane not uged

[ 18 ][ Cancel ]
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USQ eduroam Configuration (Windows XP) eciuroam

Untick “Authenticate as B e oronaiis
computer when computer
information is available”.

Association | Authentication | Connection

For “EAP type”, choose
“SecureW2 TTLS”. Then click
on the “Properties” button.

EAP type: |t

[[] Autherticate as computer when computer information is available

[] Authenticate as guest when uger or computer information is

unavailable
[ 1].4 H Cancel
This should launch the SecureW2 Profile (x)
“SecureW2 Profile”. Click on O
“New”. —
SecureW?2
m an wersion 3.2.0
Frofile: | DEFALLT] v
Type eduroam as the “Profile SecureW2 New Profile 3]
ID:”. Click “OK”. O
\..._..«—/
SecureW?2
Profile ID: |eduroaml |
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Connecting to eduroam

In the “Connection” tab, untick ST —— x
the “Use alternate outer
identity”. N
[—
.. SecureW2
Then choose the “Certificates”
tab Connection |Certificates Authentication || User account
| |
Enable session resumption {quick connect) [
[o]4 Cancel
In the “Certificates” tab, tick SecureW2 Profile: eduroam X

“Verify server certificate”. O
Then click on “Add CA”. g‘__f/
SecureW?2

Connection | Certificates | authentication | User account

[ addca ][ memoveca |

DVeriFy SEFVEr Name: | |

In the windows which appears Add Trusted Root Certification Authority rz|

“Add Trusted Root O
N

Certification Authority”, find —
the certificate SecureW2

ued u roam_ce l"t_V5" and C||Ck on Available Root Certification Authorities:

DST (HRF) RoatCA ~

[ ” DT (PS) RookCA ]
Ad d . D5T RootCa 31

D5T RootCa 52

DSTCAEL
DSTCA EZ

Then choose the
[m&rver Certification Authority

“Au th en ti Cati on " tab . EquifaxISecure Certificate Authority

Equifax Secure eBusiness Ch-1

Equifax Secure eBusiness CA-2

Equifax Secure Global eBusiness CA-1

EUnet International Rook Ca b

[ add |[ Cancel ]
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USQ eduroam Configuration (Windows XP) eJuroam

In the “AUthentlcatlon’,_ tab’ SecureW2 Profile: eduroam g|
choose “PAP” for the option O
“Select Authentication —
Method”. e
SecureW2
Connection | Certificates | Authentication | User account
Select Authentication Method: | PAP w
Ok Cancel

Click on OK to complete creating
the profile. Then click on OK to
finish configuring SecureW2. Next
click OK to complete creating the
new Wireless connection. Finally,
click OK to close the Wireless
Network connection properties.

You should now be ready to
connect to eduroam.

Proceed to the next page for
instructions on connecting.
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With your wireless connection
enabled, right-click on the wireless
icon on the bottom-right of your
screen and choose “View
Available Wireless Networks”.

eduroam should appear in the
list of networks. Highlight
eduroam and click on Connect.

The network will attempt to
connect. Once associated to the
wireless, at the bottom-right of
the screen will appear a text
balloon requesting that credentials
be selected or entered.

Click on the balloon to bring up
the SecureW2 login screen. Enter
your username@usg.edu.au
and your USQconnect password.

eciu roam

Disable
Status
Repair

View Available Wireless Metworks

Change Windows Firewall settings

E Cpen Metwark Connections

3" Wireless Network Connection FX\

Network Tasks Choose a wireless network

& Refresh network list Click an ikem in the list below to connect ko a wireless nebwork in range o to get more

information.

D Set up a wireless network eduroam Automatic v

for a home or small office

(o)

‘ [
Related Tasks

4 Learn about wireless
networking

g Change the order of
preferred networks

g9 Change advanced
settings

Wireless Network Connection

-

Please wait while Windows connects ko the 'eduroam’ network,

‘Waiting For network to be ready. ..

1 Wireless Network Connection x

Click here to select a certificate or other credentials For
connection to the network eduroam

SecureW2 Credentials [z|

SecureW?2

Username: | myUsername@usg. edu. au |

Password: | sessenee |

[[]5ave user credentials

Ok Cancel
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USQ eduroam Configuration (Windows XP)

You should now be connected to
eduroam.

This concludes this document on
configuring eduroam. For more
information, please look at the
USQ eduroam support page.

http://www.usg.edu.au/eduroam

eciu roam

Ui?) Wireless Network Connection

Choose a wireless network

Network Tasks

& Refreshnetmork list

< Setup a wireless netwark
far & home or smal office

i) Learn about wireless
nkworking

¢ Change the order of
preferred networks

9 Change advanced
cettings

Disconnect
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