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1 Overview

This document gives a very brief overview of the File Allocation Table (FAT) system, as used on Windows’ floppy
disks. It is not intended to be exhaustive, but rather as an instructive introduction as to how a filesystem might
be designed and implemented. Other filesystems — such as NTFS, EXT2/EXT3 and FFS are in common use, on
Windows, Linux, and FreeBSD systems, respectively.

When a “command shell” is required, click start-run and type cmd. Type exit to close the command shell. When
converting from decimal to hexadecimal and binary, the Windows calculator may be used. Click start-run and type
calc. It may be necessary to select view-scientific to enable hex/binary operations.

2 Getting the Sectors from a Disk

The “debug” program may be used to load sectors from a floppy disk. In a command shell, type debug, and press
enter. At the “-” prompt, type “?” to see a list of commands. The most useful commands at present are the “1” (letter
ell) command (to load a sector from disk into memory), and the “d” command (to dump the contents of the sector in
hexadecimal).

Figure 1 shows how to load and dump a sector from a disk. The load command has arguments address, drive, sector,
and number of sectors. In this case, we load into the default memory address of zero, from drive A: (logical drive
zero). Exactly one sector is loaded — the boot sector (logical sector zero). Note the segment : of fset format for the
memory address, in the left-hand column. The exact location that debug loads the data into is unimportant (debug
will choose some free memory for this). The dump command shows the first 256 bytes of the total of 512 bytes in the
memory buffer.

3 Disk Layout

Figure 2 shows the layout of the disk after formatting. The boot sector is the very first sector of the disk, and contains:

Disk Geometry This contains information about the number of heads, sectors and cylinders on the disk, the sector
size, and the “housekeeping” sectors of the disk.

Boot Code This is the code which loads the rest of the operating system. When the operating system starts up, the
boot code is loaded and executed in order to load the remainder of the operating system.

Partition Table This may be present on hard disks to split the one physical drive into logical drives. This allows
easier management of larger disks.



A:> debug
-1 00 0 1 load the boot sector

-d 0 ff

OAEE: 0000 EB 3C 90 4D 53 44 4F 53-35 2E 30 00 02 01 01 00 .<.MSD0OS5.0.....
OAEE:0010 02 EO 00 40 0B FO 09 00-12 00 02 00 00 00 00 00 B
OAEE:0020 00 00 00 00 00 00 29 56-07 56 4A 4E 4F 20 4E 41  ...... )V.VJNO NA
OAEE:0030 4D 45 20 20 20 20 46 41-54 31 32 20 20 20 33 C9 ME FAT12 3.
OAEE:0040 8E D1 BC FO 7B 8E D9 B8-00 20 8E CO FC BD 00 7C B |

OAEE:0050 38 4E 24 7D 24 8B Cl 99-E8 3C 01 72 1C 83 EB 3A  8N$}S....<.r...:
OAEE:0060 66 Al 1C 7C 26 66 3B 07-26 8A 57 FC 75 06 80 CA  f..|&f;.&.W.u...

OAEE:0070 02 88 56 02 80 C3 10 73-EB 33 C9 8A 46 10 98 F7 B - T S
OAEE: 0080 66 16 03 46 1C 13 56 1E-03 46 O0E 13 D1 8B 76 11 f.F.VOLE LV
OAEE:0090 60 89 46 FC 89 56 FE B8-20 00 F7 E6 8B 5E 0B 03 VVELLVLL LT

OAEE:00A0 C3 48 F7 F3 01 46 FC 11-4E FE 61 BF 00 00 E8 E6 JHOOUFLNLa .
OAEE:00BO 00 72 39 26 38 2D 74 17-60 B1 0B BE Al 7D F3 A6 Lr9&8-t. ML)
OAEE:00C0 61 74 32 4E 74 09 83 C7-20 3B FB 72 E6 EB DC A0 at2Nt... ;.r....
OAEE:00D0 FB 7D B4 7D 8B FO AC 98-40 74 0C 48 74 13 B4 OE Lheb.e. . @ELHEL L.
OAEE:00E0 BB 07 00 CD 10 EB EF AO-FD 7D EB E6 A0 FC 7D EB  ......... | A
OAEE:00F0 EI1 CD 16 CD 19 26 8B 55-1A 52 BO 01 BB 00 00 E8 ..... &U.R......

Figure 1: Using debug to display a disk sector. The “1” command loads the boot sector of drive A: into memory.
The first 256 bytes are then shown in hexadecimal on the left, and as ASCII characters on the right.

one several several remaining
sector sectors sectors sectors

Boot Sector| File Alloc. Table | Root Directories Data Blocks S S |

B ————

Figure 2: The disk layout. The boot sector contains the disk geometry and boot code. This is followed by the file
indexing information, while the file data blocks constitute the remainder of the disk.

Following the boot sector is the file allocation table or FAT. This maps the allocation of the various disk sectors to
files — in effect, it is a “mapping table” for the file’s contents onto the physical sectors on the disk.

The file allocation will vary depending on the operating system (actually, the filesystem in use), and may not neces-
sarily be contiguous as shown in Figure 2. However, the FAT file system has a contiguous section dedicated to the
file allocation table. In fact, it may not be called a “file allocation table” at all in different filesystem implementations.
DOS/Windows often stores more than one identical copy of the file allocation table in this section.

Next are the root directory entries. These store the directory entries for each file in the root directory. The most
important data in each directory entry is the name of the file, and a way to access the disk sectors used for each file. Of
course, other information such as the file creation time may be stored as well. Subdirectories are stored in a different
manner, alongside normal files. This will be explained later.

Finally, the data blocks store the data belonging to all the files, and the subdirectories below the root level. The
data blocks are fixed in size, and are always a small integer number of sectors. This is termed a cluster in the FAT
filesystem. On floppy disks, one cluster is exactly one sector (512 bytes). Typically, a cluster is 1,2,4,...32 sectors,
depending on the size of the disk.

3.1 Data Structures

The information in user files may be any combination of bytes, as determined by the application. At the disk-
sector level, it is necessary to impose structure on the raw data stored on a disk’s sectors when saving configuration
parameters. For example, the number of bytes stored on each disk sector is stored in the boot sector, and must be



interpreted correctly (as a 16-bit number).

Structured data may be single bytes, multi-byte constants, or data structures of related information. For multi-byte
constants, little-endian ordering (low-order byte at the lowest memory address) is used. As will be seen later, data
structures may contain single or multi-byte constants, or bitfields encoded within one or more bytes.

The specific data represented may be stored in a group of bits which does not correspond to an integral number of
byes. For example, the date and time require sub-fields of year, month, day, hour, minute and second. The day of the
month requires 31 possible values, hence a 5-bit number is sufficient.

Figure 3 lists the terminology used in this document. Integer constants are assumed to be base-10. The C-language
terminology of preceding hexadecimal (base-16) constants with “Ox” is used. Thus, 45 is the base 10 number 45,
whereas 0x45 is the hexadecimal number 45 (or 4 x 16 +5 = 69 base 10).

Data type Description

character 8-bit bytes using ASCII character encoding.
byte 8-bit unsigned value

word 16-bit integer

dword 32-bit integer (doubleword)

data structure  Related data, occupying several bytes.

Figure 3: The data type names used to describe the various basic data types and compound data types. Integers are
normally unsigned.

3.2 The Boot Sector

The physical layout of the boot sector is shown in Figure 4. In order for the operating system to boot, the boot code is
executed by loading the boot sector into memory from disk, and jumping to the first memory location. This instruction
is, in turn, a jump to the boot code stored later in the first sector (at offset Ox1E).

The geometry of the disk is stored as various constants between the first jump instruction and the boot code itself. As
well as the sector size, the number of sectors, the number of tracks (or cylinders), and the number of disk heads, the
number of reserved sectors for use in locating information on the disk itself is defined.

The partition table information is shown in Figure 5. It is not present on floppy disks because of their small capacity.
It allows one physical drive (for example, c:) to be split into (say) c: and d: drives for easier management or backup
purposes. If the partition is inactive, its status is set to 0. If it is bootable, its status is 0x80. The partition’s start &
end of sector and cylinder are encoded as per Figure 6.

To illustrate the interpretation of the boot sector values, Figure 7 shows the result of formatting a disk using the FAT
file system. This shows the quantity 0x0200 (512 decimal) as the number of bytes per sector, and 0x0B40 (2880) as
the number of sectors. Thus the unformatted capacity of the disk is

512 bytes
sector

x 2880 sectors = 1474560 bytes

This should be compared to Figure 8, which shows that the number of bytes per sector is 512, but that the number of
sectors (“allocation units™) available is less than that expected. This is because of the space used by the boot, FAT,
and root directory sections.

4 Storing Files

There are two key components to storing a file (or directory) in the file allocation table (FAT) file system:



Data Type bytes Description

op-code 3 jump to boot code instruction
character 8 Manufacturer name & Version
word 2 Bytes per sector

byte 1 Sectors per cluster

word 2 Number of reserved sectors
byte 1 Number of FAT tables

word 2 Number of root directory entries
word 2 Number of sectors

byte 1 Media descriptor

word 2 Number of FAT sectors

word 2 Sectors per track

word 2 Number of heads

word 2 Number of hidden sectors
op-codes 416 Boot code

data structure 16 Partition information (hard disk)
bytes 50 Unused/boot

Total: 512

Figure 4: The layout of the boot sector. As well as the physical geometry of the disk (sectors, tracks/cylinders and
sides/heads), the allocation of disk sectors to indexing information is present. The boot code is normally
only present for bootable disks — if the disk is not bootable (i.e. cannot load an operating system), then
the bytes reserved for the boot code contain meaningless information.

Data type bytes Description

byte 1 Partition status

byte 1 Start Head

bitwise data structure 2 Start Sector & Cylinder
byte 1 Type

byte 1 End Head

bitwise data structure 2 End Sector & Cylinder
word 2 Start logical sector
word 2 Number of sectors
Total: 12

Figure 5: The partition table layout. The partition table is only present on large disks, to allow the subdivision of one
physical disk into smaller logical disks.

High memory | Sector/Cylinder Encoding

cccceccece  cylinder
ccce ccec Ssssss sector

CCSS Ssss

Low memory : :

Figure 6: Decoding sector/cylinder values in the partition table. Six bits are used for the sector, and ten bits are used
for the cylinder (track). Both the start and end of the partition are encoded in this way.



number of sectors  bytes per sector

A:> debug

-1 00 01 load the boot sector
-4 0 1d
OAEE:0000 EB 3C 90 4D /53 44 4F 53 - 35 2E 30[00 02|01 01 00
OAEE:0010 02 EO 00[40 OB|FO 09 00 - 12 00 02 00 00 00

Figure 7: Decoding the boot sector. The raw byte fields are shown using debug, and correspond exactly with the
byte alignment and data size shown in Figure 4.

C:\>format a:
Insert new disk for drive A:
and press ENTER when ready...
The type of the file system is FAT.
Verifying 1.44M
Initializing the File Allocation Table (FAT)...
Volume label (11 characters, ENTER for none)?
Format complete.
1,457,664 bytes total disk space.
1,457,664 bytes available on disk.
512 bytes in each allocation unit.
2,847 allocation units available on disk.
12 bits in each FAT entry.

Figure 8: Formatting a disk. The filesystem parameters are determined by the filesystem allocation method, which is
influenced by the total size of the disk media.

The directory entry stores the file name and index of the starting sector, together with various other information
about the file.

The file allocation table stores the indexing information for subsequent sectors used by the file. This is needed
because any given file may occupy non-contiguous sectors on the disk.

The FAT indexes all usable sectors on the disk — that is, all sectors not used for boot information, the file table itself,
or root directory information. If a sector is unused and is available for allocation, the index value indicates this fact
by setting the FAT entry to 0. If a sector is the last sector belonging to a file, the index is set to a value between FF8
and FFF. The value FF7 is present if the corresponding sector is bad and should not be used, as occasionally errors in
the magnetic media render one or more sectors unable to be used.

4.1 File Entries

Files use a data structure as illustrated in Figure 9. Each directory entry contains the name of the file or directory, its
type and size, and a pointer to the starting file table entry. The file table entries comprise what is called a “linked list”.
Starting with the first entry, each subsequent entry contains the index of the entry which follows it. The entry number
corresponds to the sector number. In the case of floppy disks, the indexes stored at each entry are 12-bit numbers (for
larger disks they are 16 or 32 bits).

As a numerical example, consider Figure 9, which shows a hypothetical file allocation. The directory entry has a
pointer to the first file table entry, and in this case has a value of 10. This means that that physical sector 10 contains
the first 512 bytes of the file'.

!For the sake of simplicity, we are referring to sectors here, but strictly speaking the indexes are used to index clusters (contiguous groups of



<« Directory Entry (32 bytes) ——

name [ type | pointer 1] size | Disk Blocks

. File Table .

10 12 ’—j_'

11 0 (unused)
12 13 —\i

13 27
13

27 Y| FFF (last)

[

Figure 9: Disk block indexing. The directory entry is stored in either the root directory sectors of the disk, or in a
disk block if that block corresponds to a subdirectory (and not a regular file).

Data type bytes Description
character 8 Name
character 3 Extension
byte 1 Attribute

byte 10 reserved
bitwise data structure 2 Time

bitwise data structure 2 Date

word 2 Starting sector
dword 4 Size

Total: 32 bytes

Figure 10: The directory entry layout. These are contained in either the root directory sectors of the disk, or on other
disk blocks if the disk block is marked as containing a directory.

The number stored at index 10 in the table is 12. The next 512 bytes of the file are stored in sector 12. Index 12 in the
allocation table contains the value 13, meaning sector 13 contains the next 512 bytes. Index 13 contains the value 27.
The subsequent bytes are contained in sector 27. However, this sector is not completely full, even though a full sector
is allocated. Index 27 in the table contains all-ones (the 12-bit number FFF), which indicates that this is the last entry
in the chain, and therefore the last sector of the file. The last sector may contain between one and 512 bytes.

As stated above, the index of the FAT entry corresponds to the cluster number (which is, in turn, the sector number for
small disks such as floppies). This is not entirely correct, as the FAT indexes start at two, and the first available data
sectors start after the root directory entries. However, this is simply a matter of an appropriate offset being added.

The byte allocation in each directory entry is shown in Figure 10. Note that in older systems, each file name could
only be eight characters, with a three-character extension, because of the amount of space reserved to store the name.

In this particular disk, the boot sector shown in Figure 11 indicates that there are two FAT tables, and 9 sectors for
each FAT table, for a total of 2 x 9 = 18 sectors used. Of course, one additional sector is used at the start for the boot
sector. If we give a volume label to the disk and dump sector 19 (= 0x13), we can see in Figure 12 that the very first

sectors). In a floppy disk, one sector is identical to one cluster.



A:> debug
-1 00 01 loadthe boot sector

-d 0

OAEE: 0000 EB 3C 90 4D 53 44 4F 53-35 2E 30 00 02 01 01 00 .<.MSD0S5.0.....
OAEE:0010 02 EO 00 40 0B FO 09 00-12 00 02 00 00 00 00 00 B
OAEE:0020 00 00 00 00 00 00 29 56-07 56 4A 4E 4F 20 4E 41  ...... )V.VJNO NA
OAEE:0030 4D 45 20 20 20 20 46 41-54 31 32 20 20 20 33 C9 ME FAT12 3.
OAEE:0040 8E D1 BC FO 7B 8E D9 B8-00 20 8E CO FC BD 00 7C B |

OAEE: 0050 38 4E 24 7D 24 8B Cl 99-E8 3C 01 72 1C 83 EB 3A  8N$}S....<.r...:
OAEE:0060 66 Al 1C 7C 26 66 3B 07-26 8A 57 FC 75 06 80 CA  f..|&f;.&.W.u...
OAEE:0070 02 88 56 02 80 C3 10 73-EB 33 C9 8A 46 10 98 F7 LVooous 30U FL L.

Figure 11: A hexadecimal dump of the first 128 bytes of the 512 bytes contained in the boot sector of a disk. Most of
the space is reserved for the boot code, but the disk and filesystem parameters are of crucial importance.

A:> label mydisk

A:> debug

-1 00131 load the root directory sector

-d 0

OAEE:0000 4D 59 44 49 53 4B 20 20-20 20 20 08 00 00 00 0O MYDISK  .....
OAEE:0010 00 00 00 00 00 00 56 78-FD 2E 00 00 00 00 00 00  ...... |75 S
0OAEE:0020 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...cvvvunvunvnnn..
0OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvvunvuvnnnn.
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vivvvvnnnnnn.
OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvvvnnnnnn.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvivunnnnnnn.
0AEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

Figure 12: Storing the label or volume name of a disk. It is stored as a regular directory entry, with bit 3 of the
attribute byte set to indicate that it is a volume name and not a regular file.

directory entry contains the volume label.

Because there are 224 root directory entries (0xO0EQ), each occupying 32 bytes, the number of sectors occupied by
the root directory entries is

224 entries x 32 2

entry
bytes
512 sector

= 14 sectors

The attribute byte (Figure 13) is a set of bit flags, which tells (among other things) whether a directory entry is actually
a regular file, a directory, or the name of the disk volume. The directory entry in this case has an attribute byte of
0x08. This indicates bit 3 is set, showing that it is indeed a volume label and not a regular file. The date and time
encoding are shown in Figure 14. Theses are packed into appropriately-sized bitfields.

To see how the directory entry for a regular file is stored, we create and copy a small file of 35 bytes. The first
directory sector now contains the volume label, followed by the directory entry for this file, as shown in Figure 15.

4.2 Indexing Files

Once we have the starting index, we must find all subsequent sectors used by a particular file. On a floppy disk, the
indexes are stored as 12-bit numbers, encoded as in Figure 16.
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o|lo
(3§

e | o
e | 0O
o | —

L

Read-only
Hidden
System
Volume Name
Directory

Figure 13: Decoding the attribute byte. Individual bits act as “flags” for various parameters, including the fact that
the “file” may in fact be the volume name, or a directory entry. If the latter, the “data” portion of the “file”’
actually contains directory entries, not file data.

High memory I

Low memory :

Date Encoding

yyyyyyy year +1980
mmmm month

ddddd day of month

<~ & bits —

yyyy yyym
mmmd dddd

Low memory :

Time Encoding

hhhhh hour
mmmmmm ~ minute
sssss  second/2

< 8 bits —

High memory I

hhhh hmmm
mmms SSSS

Figure 14: Decoding date and time values. The quantities are packed into bytes as shown. Note that the year is
relative to 1980. This is a common practice — Unix systems generally store the year relative to 1970.
This fact, in conjunction with the number of bits used to store the year, imposes a maximum on the year
which may be represented, which may be problematic in some circumstances.

-10
-d 0

OAEE:
OAEE:
OAEE:
OAEE:
OAEE:
OAEE:
OAEE:
OAEE:

A:> debug

0 13

0000
0010
0020
0030
0040
0050
0060
0070

1

4D
00
46
FD
00
00
00
00

load the root directory sector

59
00
49
2E
00
00
00
00

44
00
4c
FD
00
00
00
00

49
00
45
2E
00
00
00
00

53
00
31
00
00
00
00
00

4B
00
20
00
00
00
00
00

20
72
20
A5
00
00
00
00

20-20
78-FD
20-54
78-FD
00-00
00-00
00-00
00-00

20
2E
58
2E
00
00
00
00

20
00
54
02
00
00
00
00

08
00
20
00
00
00
00
00

00
00
18
23
00
00
00
00

00
00
AC
00
00
00
00
00

00
00
A8
00
00
00
00
00

00
00
78
00
00
00
00
00

Figure 15: The first root directory sector on the disk. The first entry is the volume name (disk label) MYDISK, followed
in this case by the file named FILE1.TXT. The associated directory entry contains the file date, time, and
starting FAT entry.



<— 8 bits —  Values

High memory |

Y2 1
- Y291Yo

Yo . X2
T2X1I0

T i)

Low memory : :

Figure 16: Decoding 12-bit FAT entries. The 12-bit layout is consistent with little-endian byte ordering. Larger disks
use 16 or 32 bits for the block indexes.

A:> debug

-1 00 11 loadthe file allocation sector

-d 0

0OAEE:0000 FO FF FF 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvvvnvunnnnn.
OAEE:0010 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvvennnnnn.
OAEE:0020 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vivvvnnnnnnn.
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ..vvvvvunnnnnnn.
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvuvnnnnnn.
0OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvnvunvunvnnnn.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vivvvrnnnnnn.
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvveunnnnnn.

Figure 17: The initial state of the first FAT sector. The first 12 bits indicates that this disk media is a 1.44M disk. No
files are stored as yet, hence the subsequent FAT entries are all zero.

The first three bytes in the FAT table are not used for normal entries. The first entry is in fact the disk type, and
the second is a padding value to use up the remaining 12 bits so that the subsequent entry starts on a byte boundary.
Figure 17 shows the FAT table of an empty filesystem. The value FFO is present here, to indicate a 1.44M disk. It
would be FF8 for a hard disk.

Next, we copy a 35-byte file. This occupies one sector (by definition) of the disk. To see which sector is used, we
examine the directory entry again, as shown in Figure 18.

The FAT table (Figure 19) shows that the entry for sector 2 is FFF, and hence the sector is occupied. Furthermore,
it is the last sector for that file. Note that the starting FAT index is 2, even though it refers to the first logical sector
in the data-block portion of the disk. The dump of the first (and only) data sector belonging to this file is shown in

-1 0 0 13 1 load the root directory sector

-d 0

OAEE:0000 4D 59 44 49 53 4B 20 20-20 20 20 08 00 00 00 00  MYDISK  .....
OAEE:0010 00 00 00 00 00 00 72 78-FD 2E 00 00 00 00 00 00  ...... TXevvennnn
OAEE: 0020 46 49 4C 45 31 20 20 20-54 58 54 20 18 AC A8 78 FILEl TXT ...x
OAEE:0030 FD 2E FD 2E 00 00 A5 78-FD 2E 02 00 23 00 00 00 ....... Koo Ho.

OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....covvuuea..n.
OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....cvvvuuen..n.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuviinnnnnn
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

Figure 18: The first root directory sector on the disk. The first entry is the volume name (disk label) MYDISK, followed
in this case by the file named FILEL . TXT.



-1 00 11 load the file allocation sector

-d 0

OAEE: 0000 FO FF FF FF OF 00 00 00-00 00 00 00 00 00 00 00  .......cooovo....
OAEE:0010 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....cvvuvunn..n.
0OAEE:0020 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .......ccuvinnnnn
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvnuuneennn.
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvvuuueennn.
OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....cvvuve..n.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....ovvveeo..n.
0AEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

Figure 19: The state of the FAT sector after copying one file, occupying only one sector. The remaining sectors are
marked as “free” by using an index value of zero.

-1 00 21 1 load the first file data sector

-d 0
OAEE:0000 54 68 69 73 20 69 73 20-66 69 6C 65 20 6F 6E 65 This is file one
OAEE:0010 0D OA 74 68 65 20 6C 61-73 74 20 6C 69 6E 65 0D ..the last line.

OAEE:0020 OA 0D OA 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuiuuevennn.
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....ovuiuue..n.
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....ovvuuen..n.
OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....covvuuee..n.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuviinnnnn
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....covuvvvnnn.

Figure 20: The data portion of FILEL.TXT. Even though the file is small, an entire sector is allocated.

Figure 20. A second file of 541 bytes is then copied. The FAT table and data sectors are shown in Figure 21. Now,
index 2 holds the value FFF to show that it is the last sector. Index 3 holds the value 4 to indicate that the next sector
in that chain is 4, and index 4 holds FFF, to indicate the end of the chain.

5 Obtaining Low-level Disk Information under Unix/Linux/FreeBSD

The preceding sections described the use of debug under the Windows command shell to obtain the disk sector in-
formation directly. This can of course be done under Unix. The following briefly describes the necessary commands.
Of course, the low-level data structures of a FAT formatted disk are the same as described earlier.

Under Unix, devices may be accessed directly via the /dev directory. Once a filesystem is mounted, it becomes acces-
sible via the appropriate mount point. For example, disk partition 3 on device hda (the normal C: drive) may mounted
under Linux using

mount -t vfat /dev/hda3 /mnt/share

FreeBSD uses a different naming convention for hard disk access, using both “partitions” and what are termed
“slices”. So for example, to access the second IDE drive (adl), slice 2, partition ‘a’, mount would be invoked
using

mount -t msdosfs /dev/adis2a /mnt/share

2 Actually a BSD “slice” corresponds to a conventional partition, and BSD partitions are created within each slice.

10



-1 00 11 loadthe file allocation sector

-d 0

0OAEE:0000 FO FF FF FF 4F 00 FF OF-00 00 00 00 00 00 00 00  ....0u.cuvunen..
0OAEE:0010 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....veuvenvunennn
OAEE:0020 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvunnnnnnn.
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvunnnnnnn.
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvuvunnnnnnn.
0AEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuvenvunennn
0OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuvenvunennn
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vivvunnnnnnn.

-1 00 13 1 load the root directory sector

-d 0

0OAEE:0000 4D 59 44 49 53 4B 20 20-20 20 20 08 00 00 00 00  MYDISK  .....
OAEE:0010 00 00 00 00 00 00 72 78-FD 2E 00 00 00 00 00 00  ...... TRevunnnn
OAEE:0020 46 49 4C 45 31 20 20 20-54 58 54 20 18 AC A8 78 FILELl IXT ...x
OAEE:0030 FD 2E FD 2E 00 00 A5 78-FD 2E 02 00 23 00 00 00  ....... Xoooo ...
OAEE:0040 46 49 4C 45 32 20 20 20-54 58 54 20 18 64 18 79 FILE2 TXT .d.y
0OAEE:0050 FD 2E FD 2E 00 00 10 79-FD 2E 03 00 1D 02 00 00  ....... Veewonnnn
OAEE: 0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvuuunnnnn.
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvvunnnnnnn.

-1 00 21 1 load the sector storing FILE1.TXT

-d 0
OAEE:0000 54 68 69 73 20 69 73 20-66 69 6C 65 20 6F 6E 65 This is file one
OAEE:0010 0D OA 74 68 65 20 6C 61-73 74 20 6C 69 6E 65 0D ..the last line.

OAEE:0020 OA 0D OA 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvvununen...
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....ovvuunon...
OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....oviuuunn...
OAEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...vvvuuiinnnnnn
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvunivnnnnnn
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....vvuviinnn.n.

-1 00 22 1 load the first sector of FILE2 . TXT

-d 0
OAEE:0000 54 68 69 73 20 69 73 20-66 69 6C 65 20 74 77 6F This is file two
OAEE:0010 0D OA 54 68 69 73 20 69-73 20 66 69 6C 65 20 74 ..This is file t

OAEE:0020 77 6F 0D OA 54 68 69 73-20 69 73 20 66 69 6C 65 wo..This is file
OAEE:0030 20 74 77 6F 0D OA 54 68-69 73 20 69 73 20 66 69 two..This is fi
OAEE:0040 6C 65 20 74 77 6F 0D 0OA-54 68 69 73 20 69 73 20 le two..This is

OAEE:0050 66 69 6C 65 20 74 77 6F-0D OA 54 68 69 73 20 69 file two..This i
OAEE:0060 73 20 66 69 6C 65 20 74-77 6F 0D OA 54 68 69 73 s file two..This
OAEE:0070 20 69 73 20 66 69 6C 65-20 74 77 6F 0D OA 54 68 is file two..Th

-1 0 0 23 1 load the next sector of FILE2 . TXT

-d 0

OAEE:0000 74 68 65 20 6C 61 73 74-20 6C 69 6E 65 20 6F 66  the last line of
OAEE:0010 20 66 69 6C 65 20 74 77-6F 0D OA OD OA 00 00 00 file two.......
OAEE:0020 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....covuuun....
OAEE:0030 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ....coiiuuin....
0OAEE:0040 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....evnvvnnenn.
0AEE:0050 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .......vvvnnnnn.
OAEE:0060 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  .....vvuiuuuon...
OAEE:0070 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ........c..o.on...

Figure 21: The file allocation table, root directory, and data-block portions of the disk after two files have been copied
onto the disk.
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Floppies are named similarly under both Linux and FreeBSD, being designated /dev/fd0 for the A: floppy. To create
a FAT filesystem under Linux on a floppy, we can use the “makefilesystem” command:

mkfs -t vfat /dev/fd0
To access files we can mount the filesystem as follows:

mount -t vfat /dev/fd0 /mnt/floppy

In order to do a direct disk dump, as was done with debug in Windows, it is necessary to use the dd (disk dump)
command. To dump the first physical 512-byte sector on floppy A, use

dd bs=512 count=1 if=/dev/fd0 skip=0

This gives a character dump. For the purposes of interpretation, it may be necessary to convert the output into ASCII
characters or hex bytes. This is done using the od command, with appropriate command-line flags. Figures 22 and 23
illustrate this>.

Normally root access is required for low-level access to disks under Unix. This is for good reason, since inadvertently
changing an index block or the boot sector can lead to catastrophic results. Never use of in place of if in the dd
command above, since this will lead to a disk write instead of a disk read, almost certainly resulting in a corrupted
and unusable disk.

The above examples are meant to outline the essential commands for this task. Use man to find out more about the
command formats and option flags.

ivi

Session Edit View Bookmarks Seftings Help

v 0

# dd if=/dev/Fdd bz=512 count=1 skip=0 | od -Ax -z | more F

1+0 records in

1+0 records out

512 bytesz transferred in 1,184141 szecs (432 bytes/zec)

0000000 ek < 90 2 - "M I H Crul st soh soh nul

0000010 stx =0 rul B wt O ht nul de2 nul stx nul nul nul ool onul

Q000020 nul nol ol Aol ool onol ) can del oA H 0 =p M A

Q000030 M E =p =p =p =p F A T 1 2 =p =p =p 3 c9

Q00000 e dl bc f0O f Be d9 b8 nul =p Be 0 fc bdrul |

Q000050 5 M £ 3 % 8 el 33 &8 <=oh v f= 83 eb 3

0000060 f al fs | z  f tbel & 8z W fo wuack B0 ca

Q000070 stx B8 W stk B0 c3dle = eb 3 9 Ba F dle 98 f7

Q000030 fayetx F fsds3 Y rsetx F =odcd dl 8b v dcl

Q00000 83 F fco 89 M fe kB sprul F7 e6 Bh ~wt ekx

Qoo00s0 <3 H f7 f3soch F fodel N fe & bf nul nul =8 e6

QOOO0LD Al ¢ 9 & B -t oeth " bl wt be al 3 f3 &b

Q00000 a t 2 H t ht 83 c¥ s=p : fb r eb eb dc a0

o0000dl Fb 3 k4 3 Bk FO s 98 OBt FF OH £ doE bd =0

0000020 kb bel rul cod dle eb ef a0 fd 0} ek eb ald fco 3 eb

OOOOOFD el cdsyn ocd em & B Usub R kD soh bb nul nul =8

Q000100 2 rul r eB [ Ba W ¥ he wt | 8h fo <7 F f0

0000110 = } <7 F f4 3 3 Bc d9 B3 M f2 B9 N fE cb

Q0000120 ack 95 3 ch eaetxrul nul s=p =i bE cB £ Bk F f8

0000130 fet« F f= f 8Bb dd f cl eadle eb “ =i be cB

0000140 J J Ba F cor 2 ed4 f7 e2e8tx F focded3 VM fe b

Q000150 J R Pak S j=oh jdle 91 8 F ecan 95 92 32

0000160 d2 F7 f& 91 fF fF& B 87 ca f7 wsub 8a f2 8a eB

0000170 0 cc stk nl coc bE sch stk 20 “stx =0 ueot b4 B

0000180 Bb f4 Ba W # cddcE2 a a v wk B usch B oetx

Q000150 M I uack f8 c3 A bb rul nul & f Jdrnul eh

Q000 1a0 a0} M T L i} E =p =p sp =p sp =p cr nl H i

Q000 1h0 L I E =p i = =p ] s = = i n g ff cr

Q000 1c0 nl I i = k =p e ™ ™ o r ff or nl P T

Q00010 e = = sp a n y s=p k. e y =p t o sp T | B

000010 e = t a v t cr nlrnul nul nol ol ool Aol Aol Aol |

OO001F0 ol nul rul Aol onol Aol ool ool Aol ol ol o ac bF e U oaa L

QOQ0200 +*

[N | 3
E Hew | ] Shen

Figure 22: Using diskdump tools in FreeBSD/Linux.

3These were produced using the ksnapshot tool under the KDE desktop manager.
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: #|

# dd if=/dev/Fdl bz=512 count=1 skip=0 | od -Ax -=x | more F

1+0 records in

1+0 records out

512 bytes transferred in 1,185517 secs (432 bytesssec)

Q000000 Zceh 2d90 Febd h77e fatetals] 00d3 0102 o001

0000010 =002 4000 FOOk 0009 0012 Q002 Q000 Q000

Q000020 Q000 Q000 Q000 1829 [alard deca 204f dlde

QOO0OE0 fatalas] 2020 2020 d1di 3154 2032 2020 c933

0000040 d18e fiobc ek hB8d3 2000 c0Be hdf o Fi=0]

Q000050 de38 Fdzd 8h2d 99c1 Sceld T201 g31c Zaeh

QOO00E0 ale6 Toclo BE26 073k 8326 fch57 0675 ca80

Q000070 8802 0256 c380 7310 33eh HacH 1045 798

Q000030 1666 4603 131c 1e56 4603 130e Sbdl 1176

00000E0 B950 fedb 5559 bafe 0020 ebf7 Seth 030k

O0000E0 48c3 faf7 4501 1ife fede bf&l 0000 e6ed

[elelelelylal] 7200 2639 2d38 1774 b160 belh 7dal a6f3

000000 7451 4e32 0974 c783 k20 72fh eheh alidc

O0000CD 7dfb 7dbd flBh 98ac 7440 480c 1374 Oebd

000000 07kbk cd0 ehl0 alef 7ofd ebeh fcal ek7d

[leleleluie] ccel cdlb 2619 558k BZ21a 01k 00k 2500

0000100 003k edre Babk 2456 Olbe Bk7c crfc fode

0000110 7dl3d 46cT 29f4 8c7d 8909 fede 489 cEfE

0000120 SE05 chid 03ea Q000 OF20 cBhib bk fBdie

0000130 0366 ledi Sbis Bidd eacl ehl10 OfGe cBbib

0000140 dada 4685 320d f7ed 0Ze2 feds Be13 ehfe

0000150 52da 0E50 6353 ball 9110 A58k S518 3392

0000160 Frdz 91f5 Fefy 8742 freca 1a76 f28a =882

0000170 cocl 0202 hBec 0201 Fe80 0e0z Q475 42hd

0000180 fd8h hE8a cd2d 5113 Fael d00k 0175 0342

0000190 ObSe 7549 805 d1c3 Q0bk BO00 Gabis kil

00001a0 deb dechd H2dd 2020 2020 2020 0z0d Bdde

000010 dddc 2052 F3e9 Bd20 F3e9 8973 B76e Odff

00001c0 ddis Fae9 206k 7265 GF72 Ff72 0a0d F250

000010 735 2073 Gebl 2079 E56k0 2079 Gf7d F220

00001e0 7385 6174 Fa72 Oatd Q000 Q000 QOO0 Q000 I

Q00010 Q000 Q000 Q000 Q000 Q000 aco) cchf 2355 L

0000200 *

+ 1 &
] M || (] shen

-

Figure 23: Using diskdump tools in FreeBSD/Linux.
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