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STAFFING
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PRE-REQUISITES

Pre-requisite: CIS 1001

RATIONALE

The rapid diffusion of technology through industry and society means a greater reliance on
electronic media to support business activities. The amount of data and information stored
electronically is of great concern to those who store it and those whose details are stored.
It is vitally important that business analysts recognise the need to ensure that information
systems are secure from unintentional and intentional threats from both authorised and
unauthorised users and still maintain a high level of service.

SYNOPSIS

The increased reliance on technology to enhance business functions means students must
have an indepth understanding of the threats which systems face and the controls or
countermeasures which can prevent or limit their effect. In this course students will be
expected to apply structured risk analysis techniques to determine threat and control profiles
for an organisation. Students will also be expected to set security policy and develop security
plans which reflect the findings of risk analysis.

OBJECTIVES

On successful completion of this course students will be able to:

• analyse and formulate security policy for business systems;
• prepare detailed security plans;
• use risk analysis to determine cost effective threat and control profiles;
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• demonstrate a knowledge of the complexities of a range of logical, physical and
procedural controls of business information system components;

• understand the inter-relationships of controls and threats and the need to develop
security profiles which incorporate control overlap;

• provide well written reports on the findings of risk analysis projects of various
business computer systems.

TOPICS

Description Weighting (%)

1. Introduction 6.00

2. Physical security 9.00

3. Software Security 9.00

4. Database Security 9.00

5. Communications & network security 9.00

6. PC and LAN security 9.00

7. WAN and Internet security 9.00

8. e-Business/e-Commerce security issues 9.00

9. Encryption/Decryption 9.00

10. Legal issues 7.00

11. Risk analysis and security plan 15.00

TEXT and MATERIALS required to be PURCHASED or ACCESSED:

Books can be ordered by fax or telephone. For costs and further details use the 'Book Search'
facility at http://bookshop.usq.edu.au by entering the author or title of the text.

Summers, J. & Smith, B. 2002, 'Communication Skills Handbook: How to Succeed in
Written and Oral Communication', John Wiley & Sons, Brisbane.

All students will need access to a PC spreadsheet package. Any PC spreadsheet package
will suffice.

Students also need MS Windows to view multimedia materials.

Pfleeger, Charles, P. 1997, Security in Computing, Prentice-Hall Inc,

REFERENCE MATERIALS

Reference materials are materials that, if accessed by students, may improve their knowledge
and understanding of the material in the course and enrich their learning experience.

A list of online reference material is provided on the Web
site:http://www.usq.edu.au//ancil/fob/75222.
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STUDENT WORKLOAD REQUIREMENTS

ACTIVITY HOURS

Private Study 155

ASSESSMENT DETAILS

Description Marks Out of Wtg(%) Required Due Date

ASSIGNMENT 1 100.00 10.00 Y 06 Sep 2002

ASSIGNMENT 2 100.00 30.00 Y 11 Oct 2002

3 HOUR EXAMINATION 100.00 60.00 Y END S2
(see note 3)

NOTES:

3. You will be notified of the official examination date when the scheduling is
finalised.

OTHER REQUIREMENTS

1 To be assured of a passing grade in this course students will be required to obtain
at least 50% for the assignments in aggregate and at least 50% in the final
examination and an overall mark of 50%. Final grades for the course will be
determined by the addition of the marks obtained in each assessment item, weighted
as in the Assessment Details and by considering the students' level of achievement
of the objectives of the course. To be assured of a B grade students will be required
to obtain an overall mark of 65%. To be assured of an A grade students will be
required to obtain an overall mark of 75%. To be assured of an HD grade students
will be required to obtain an overall mark of 85%.

2 The due date of an assignment is the date by which a student must dispatch the
assignment to the University, and is normally that defined in the relevant course
specification. The onus is on the student to provide, if requested, proof of date of
dispatch.

3 Students should organise their affairs to ensure that they meet due dates for all
assignments. Extensions will be granted only under exceptional extenuating
circumstances, normally involving a significant medical condition. Work
commitments would not normally constitute exceptional extenuating circumstances.

4 Students may apply for an assignment extension either by application through DEC
before the due date or by including application with the submitted assignment after
the due date. Such applications should be in writing and include supporting
documentary evidence. The authority for granting extensions rests with the relevant
Course Leader.

5 All assignments dispatched after due dates without appropriate extension approvals
or after approved extension dates may be penalised up to a maximum of 20% of
the assigned mark per work day.

6 Students must retain a copy of all assignments which must be produced if/when
required by the Course Leader.

Page - 3



7 Course weightings of topics should not be interpreted as applying to the number
of marks allocated to questions testing those topics in an examination paper.

8 Unless otherwise directed by the Course Leader, all written and oral assignments
submitted by students must conform to the guidelines laid out in the Communication
Skills Handbook. Any work not prepared in accordance with these guidelines may
be subject to penalty or requirement for resubmission.

9 Any appeal against the award of a grade in the course will be conducted in
accordance with University Regulations. These Regulations are published in the
University Handbook.

10 Students should also refer to the Academic Regulations and the Guide to Policies
and Procedures of the Faculty of Business in the University Handbook for further
information on the above matters.
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